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(54) ELECTRONIC DEVICE AND CONNECTION CONTROL METHOD 
(57)Abstract: 

PROBLEM TO BE SOLVED: To assure security by 
preventing unauthorized access from the other devices. 
SOLUTION: When a switch is provided to a device body and 
this switch is switched to the acknowledgment condition, 
authentication by a particular recognition code (PIN code) is 
permitted (steps A1 to A1 3). When the switch is switched to 
the inhibition condition, authentication by the particular 
recognition code is inhibited (steps A14 and A15). Thereby, 
it can usually be prevented by setting the switch to the 
inhibition condition that a person makes an unauthorized 
access using the particular recognition code. Moreover, 
after the predetermined time has passed from the time 
when the switch is set to the acknowledgment condition, 
authentication by the particular recognition code is inhibited 
(steps A16 and A17). Accordingly, if it is forgotten that the 
switch is reset to the inhibition condition after the switch is 
set to the acknowledgment condition, security of device can 
be assured by preventing an unauthorized access. 
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[0 0 191 :*:|il§^co»*JS6lc:#>S«^«ISi-e 
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Ls}?^v^c<?:>«ai|v^^ 5/^1 8^5|9:^te>tt-cv^5o 

CO^ill® 1 4 c JCf^, RS 2 3 2C=3^i5'i? 2 2iBj:U^fl; 
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XV>:5o *5^. ia6d^b5^d*^J: 5J-> JiEffil4elc 
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[0 0 3 3] HE® 1 4 e ^CO^ii^^PiC^aoT;^* 
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•r?«|«*fls: 1 4 S:«B^ ^ UTftllf SS^-Ct). 

6 (c J; t) 1 4 UT^I^'T ^ C ;05-e# 
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m:^(ommtifim^n. :^—y:^i^4 0(Dmm:isxxmt^ 
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•f-SBR^ BT-PC;j&— K2 Oi^^^S^^^r^tSr^SJ-l- 

So 
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<?:)r^-eB 1 u e t o o t h<OMi6ailftS.*&(-t*^ofc7'— 
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[0 0 4 5] r^-t>^3EK-f V h 1 OOP I N3— K im 
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t)^ r^-fe;^s3^-< vh 1 o<i:^'^y=»vi oo^"CM*lafi 

[0 0 4 8] rrT% :^mMmmxn^ mio\zfjk^^ 
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4 bf^-t^^y X^tff^CO^ V7^-t'V;^t!)f^ (PIN=3 
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*fc. ^t^^^v^'Y3/i^ 3 2^^UT^*[H]*!|1 1 

CPU 7 zicrnxk-r^o 

[0 0 6 3] RC 2 3 2 C=i^:5^^ 2 2|:i. I^^^JfciR 

s 2 3 2 c^--z//)y^ifrvxy<y ^i^' 1 o o^<d^uw^ 

^JtbttTV>So ^Jxl^. RC 2 3 2 C=3^^t^^ 2 2*J 
.tO^RS 2 3 2 C-ir— >^/^S::^^LrT^5^•fe>^sK>r M 
Otvl I SDNiJ^ — ^-:^/wr^5^>^i5'(cSJg^b. BT-PC 
K2 0;5»>P?A;^^tLyc:7^v^^/W7^— :^^^co**e 

[0 0 6 4] §)«IX.^-r S'^7 8f:i. ^7^ASR7 oisJ: 

t/^vf^^v?-V3'i5' 3 2{Cj:^<i>^lHl||l 1 ^OS^^ 
i:, RS 2 3 2 C=i;^^i;^^ 2 2tcj;^fik<^ll^«IS§i:<0 

[0 0 6 5] — ror^-fe;^3EK><>-M 0{c$g«s 

tT.^BT-PC;«7— K2 0t:i. BT^I&CO^^^'^^ — 
bT. r>'7"'t-|fP4 6. RFI358 0. K 
§158 1. pt-^y 8 2. 7KS^SSI58 3. ^3/ Kir 3^ h«B 
4 8. AD/DA3C*W8 4. L E D 4 7 ^il^Tl^ 

[0 0 6 6] BT-PC;^7— K2 0 <tri5^-fe>^.2K-f V h 
1 0 t<0'r—^<DT^^m\'i^^^ ^ 4 5^^\.Xn0o 

4-^2. 5 GH z ^?'c^oXV^-5o RFIHS8 OJi. ^^t" 
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10 0 6 7] ;^-'^>'K»8 1 fi, r>'x-^Sfi 

StSlx.^'sr^ ^ y ic^i?>B T - P C;;^7- K 2 0 tcf»J!9 
Mitb^xfc I D;&5|5^g^cttTi3^9, BT-PC*— K2 

0^*^tc:;i(OBT-PC;<7— K2 oco i Dd5«IS@:fir 

[0068] LED47li:. — coi^Sft^t- 

.^^-rso 7K^B^M^8 3ti. RF»8 o-c^s^-r^s 

2p»%#ti^-rao K*fe3^ h»4 8Ji. Ky^:*-^ 

^ft-^OAW;^$r^T5p *fc. AD/DA^Jfe^8 4 
f^. -^^y K-fe::/ h^4 8;5^^A;^^nfcT-^nir<D^^ 

:y h^FB4 8 {cm;^-t*^o 

[0 0 6 9] Ell 4nxh^o T^^::^^^>h 1 0\z: 

s^mmt ure^jgg^tts^N^y^vi o oi:BT-pc 

K2 ocoiHj^lt^Sr^-ryn 5/^111, 
[0 0 7 0] y<y:^>'i 0 ojc}^. m 1 tc^-Ti: 

WLrv>^o 1 4(c:}i;<7— K;^n 5/ Ml 8^5^ 

ttbtt. rcT);;??— K;^c2 y h 1 1 8{ct^BT-PC:>t7— 
K2 0;iSJK.*i^E(c^|*§tl.TV^So - K;^ n >^ h i 

1 8<D«^fi_b]4L.;fer^-t:;^jK>f >^ h i ocofs-- Y:^ 

h 2 6 -e$>6o :^/c. BT-PC;^7— K 

[00 7 1] ^a^'l 0 OtCf^, BT-PC;^7 

— K2 0 irOr^-C-r — :^^CDj^Sfi^tT5 PCMC I 

<Oi&fp$r^J|lp-r'5CPU 1 2 2^«;tTV^$o CPUl 

2 2\Z.YX. USB 1 2 4. ROMl 2 6. RAMI 2 8 

[0072] USB124I^. m^itT h 
1 0i:RS 2 3 2C=i^^^2 2$r^b-C->yr/V'S§JK 
^^mcmm^^. ROM12 6{Ctt. y'u^^M.^CD 
y'—^^^^^^tlX^^^^o RAM12 8lc:ji, CPUl 

ti. r<C>RAMl 2 8(C{^. 0 0\C^l£:^tl 

fcP I K (>=^--if;5Sftic(cf^^bfc^iiE/'^^!7- 

K) ^> BT-PC;«7- K2 Od^big^i^^A^fc I D^lrl& 



[0 0 7 3] ^^IC. T^±:^:^^ >h 1 Oid^WSLTV^ 

[0074] 015 J^y >^'r—':fy\^T 1 (om^tr^-t 

[0075] y >^^y'—zf/UT 1 (Clfi. #sis<c@^r<^ 
ID (TKw;^) . -^roi D/iriftr7c(cf^^$tb;fey 

[0 0 7 6] ±j*Lfci5iC. r^^:^^^>hi OX 
«:> Sffe/i:«IS& (y >-iJ'7^-:/yvT 1 (r*l&»cD««) 

;6>^^M^5jt^5$>ofci:#t;iti:P I N =3- K(c J: ^^IIE 
^?fV\ miiEOK(0^(c^(^^^o I D/c^<!f^7c(cy 
:^:^^=^r— ^fP^U -toy :^i5^=3{.w-^ I Dir^tcy 

RTCIHIK7 e^i^b^^tbry >^^x— ://^T i tc^^ 

n-So ^'iris. 7^— :^'*^177^«^Kl^3-K«^Cv='— 
[0 0 7 7] El 1 6 \tmU=^y—'r—':f/VT 2 <Dm^^ 

[00 78] mm^'^—v'—Zf/UT 2 fi. #ttl^(C@* 

(DID (TKi^;^) . mm=^y—^». Mcmmm^M. 

[00 7 9] T^-fe;^jK>f >^ h 1 OJl, PI N::2— VK 

—y'—y/\^T2\c^mvx:}d<, mm=r^9-m^(r>ti}m 

6 ib^hJ^»l^xmMi=r^^—T—':f/i-T 2 tclSiiiUr:^ 
[0 0 8 0] y ^'^T^— ://wT i&t;f|RlE:3^7— f"— 

2 ^ y 7 5 <Dmm\zj;^^ cx^ 

^ hfx^xi^ . n) 1 5 (omx^t y Vi^^ y'/wT i <o^ 
-xmim-wm^i^w. mi%(omxvmu=r^7—'r—:fjv 

[0 0 8 1] m^. ;$:v'x^7^i^<7)i&#^cov^Tm§g'r 

So 

[0 0 8 2] rr-Tffi. ri5^-fe;j^jK^>'M oic^sti-s 

:y^l;i<tSil)f^^^^0^tJ^;l^S> (b) ^^-^^.t 
(c) '^^=L))'r^'^n<r>;^iyv-r>:^^ 
31. (d) ^3K^(0»iiE3i7-^Si{c5>{:t-Cl5i9g-r5o 
[0 0 8 31 (a) >^^y^(cJ:Si«)fmffi<^^9ift;i 
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K:^^ 5/^3 4 a. 3 4h^mi1^htlX\^^^o ^^^^ K 

[0084] rc-e. K-^-f yf^3 4 a t;ij;Slb 
[0 0 8 51 Ell 7nri^'^:^^^:yh 1 oic:|9:tt ^:h/ 

2K^:^M 0C0CPU7 2A5||if7-^-5:7'i3^7iHOftl3ffi 

2/5^3 4 ac7:>::<i:-e$>$o 

[0 0 8 6] r^'^:^^4>h 1 o-ci:i. ;^7'f K;^-r 

5/^3 4 a04^1B^«(C^ffiLTV^5o T^-fe;^3K-fv 

MOf^. K;^-r ^;/f^3 4 a;65^il:«®^^ibt^-^ 

l<OY e s) . ^-f. ^1 3lC^i-RTC|HlK7 6d^b 

RAM7 4^(Dmm^M^f^n7 4 ciz-^^y h-r^ 

X:y>^A12) o -^UT. P I N =3— K<^)^IE®lf^^fr 
•sTir-rS^ 1 coi&f^SiJfflHt«^R AM 7 4 f^<7)B 1 
f^©J«I««»jlWa 7 4 a h-rS KTs^-y-fA 1 

3) o 

[0 0 8 7] — r^'^:^i^-<i^Y :^y-i Y 

5^ ^ 3 4 a ;d5fr^<^ffid» ^»ih«tffijc:^ «9 Ifex: e>tt 

fcr ^^tfe^-r-St {Tsy'y'fKX 4<DY Q ^) . PI 

R AM 7 4 (7)^ 1 Olbf^«lJ»t&«l&^^^^& 7 4 a (d-fe y 
h-rS U7^3^>^A1 5) o 

10 0 8 8] ^yt. K:^-r 2^^3 4 a;$5^il:i*«g 

^mk±.\cfXi^b. o^t). ;^7>r K^-f ix^3 4 a:&5 

T^^yT'Al 6(DYe s) . T -fe ;^ jK-f :x f 1 0 . ;^ 
K;^>r :y^3 4 acO^^^(^||#7^j:< . PIN:=i-K 

f^®J»it«»jfrta5 7 4 a tC-fe y h-r e (^V^ 5/ :/A 1 
7) . 

[0 0 8 9] >^7-f K^-Yy^3 4 blCOV>Tt>l^«"C 
[0 0 9 0] ^fa^^^ 7.^7 K:^-f !y^3 4 bdS^Jh 

tmm^nmnTMt ltram7 4i^co^2p^^m^ 

957 4 etc -fey -fe^^ !;v^-Ylf«<^^ 

>T'f'>^:^W}i¥^n-^ t^^m2 (owii^mmmm^ r a 

M 7 4 F^OB 2 (Diljf^$JJW<t«*&j^^[P 7 4 b iCl-fe 5/ h ^ 



'r>'y^W}^^m± t-r^m^ (ow^wmmmm^ r am 7 

4 i^on 2 oi&f^^JW1t«tej(rtlfiJ 7 4 b ic-fe 5/ h $n 

[00 9 1] Htc. ;^7-r K^^-f .y^3 4 b;65*Sil:t^ffi 
y hStt3t^ip^SiJ1f«TM (><.7>r K;^-< s/^3 4 a 
;65^^^r^J!^_bic:/^S «9 . Y:^^ y'f'^ 

y^3 4h<r>i(m\^mm^<. -fe^^ 

ftlJI^tf R am 7 4 1^0^ 2 cDit}f^$|jt»1f ^feJ^Sf^ 7 
4 blC-fe-/ h$;h.So 

[0 0 9 2] /.C*5. ±|Bm^^rafi««XLt:J 1 Q^nSit'^ 

u TiJ^-feXTK'Y^'M 0(D«3i#;&5^1c{c:ts:^'C#«> 

[00 93] (h) ^w»^t(omm^m 

[0 0 9 4] ^1 s}r^r^'^:^^-<i^ V 1 oJdioJi^s^ 

[0 0 9 5] ^;t»^^^^-t?35S^<y=^Vl 0 Od*P> 

ram 7 4 P^COm 1 <Dibf^flJ«Hf 7 4 a 

^tt^blll Oitif^^J«1t«{Cg-5V>T. P I NrJ- K(C: 
J: S ^lEiiif^d^fF'si ^ tvT V ^ S S: ^ ^ -r S 
(>^xy:7"B 1 1) p 

[0 0 9 6] Jij^U^felJ: ^ tC, K;^-/ y^3 4 a 

i)m'^^M\cm^iSi:^hr^x^^ . t^o. K^-r 

TV^So K;^>r i/f^-S 4 a;a5^Jh4^ffitc^ 

[0 0 9 7] P I N=3-K{c:J:SBIiEibf^;d5fj:pi$tvC 
V^t^^^ (^-r .y:/B 1 2(DYe s) , T^^*fe^:^<^ 

1 0 t^^j^^^ft^^^'^ y=i>\oo tm^x (omm.f)^ 

^3i5^i?^fs (;^7'5^>^B 1 3) o i"Jict5*>. r^-fe:^ 

7jf^:^M O;65i^oy ^^iJ^-r— >^/^THcf^. rtt*-C 

lCT:^^'fe;^4<^>' b 1 0\zmM^ntLWt^(O I D <b ^ 
x^ya^'l O OtC^-rsy V^^r— ^V^lf| 

x.tbf^> y v^T"— >^/wT i(r/N"y=i>-i 0 0(7?l D;65 
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[00 9 8] rr-e. r iJ^-tjj^/K-r V h 1 0 ^/^y 
B 1 3<oYe s) , y^y 0 od*br^*fe;^>K-r >- 

M ocop I N^—V^At)i-^'^^^i>^^^o 
[0 0 9 9] /N°y=i>^i 0 o^^bP I N=t— Kd^A;^^ 
tt'5i:> r^-fe;^2K>r:^ h 1 otic<7?p I N=j— Ktci 

SiSIE^fTP (;^X!y>^B14) o ±|EPIN=3— Kd5 

mU7 5 b{c*&i^$tb:fcg#cDP I N=«— K^— Scuyt 

S) o 

10 10 0] P I N=i— Klcj;^^|Ei&f^{ro 

[0 10 1] ^> ^8lSA;55>H|«B^cgJK^^f 

Si" -So *:lllfe?^ffi"C«:. aiSAn^-^y^ivi 0 0. « 

y<:^'P—Vt^. TrJ'-fe^^^K-f >^ h 1 OCOP I N=»— K 
[0 10 2] B!2 2J::^f J: 5lc, *-f. tllS&AdS^^ 

i7i/3>^^^ (S)^^^) (^'r^;/>^S 
:/S2) . m§&A-Br^-C^^>5^ ^-3 

[0 10 3] ±ia=i^^i^3 

f^. ±l5=3;^iJ^->3 >':d5?fe5i:-t-5^> ^^AlC^liE^* 

rtticij:^. ««A<03.-lf(±aB§B<D^^;^i7-K^A 

[0 1 0 4] ±:|E/^;^y- K<^S^bfcm§&Bt^. gtS 

^Ti-^ 6) o 

[0 10 5] mi StCMoT. ±t^(DX Oti:P I N=i — 
m^{Z (^^t'^/TT^B 1 5<C>Ye s) . T^±:^:^^>'h 

I onv i^^^m^v (y^^yy^B 16) . ^^"y =':xi 
oo{c:^i-6y >^^^-^f^^i-5 (;^7^>^:/bi 

7) o I^U<(*. /^y=J>'l 0 0(Z>I D^St#b. -to 
I Di:a#OP I N = — bVj^^^r^'fe^^jK-Y^'b 1 0 



[0 10 6] rr-C. ])> ^ "r^-zf /i^T 
y :y^y'--':/jVT 1 <7>lE®f4^ (la l 5 0«aj-t?jiN#) 

\cmmx%^ ^\^m^^\^±^^'^^^tij^x^^. 
[0 10 7] f^:io^ m^\'^^m^<oim^\^^'r ^ 

■fe;^lHl»^y i^^T^-P'/WTllClSIS^iirr^S^. 
[0 10 8] ^fc. #m§&<?5y :/^'7'--:/>'^T i-^<Dl^ 

[0 10 9] P I N:3— KlCj:^|g|iE3650K^ ^tb^ 

ri5^-t^2K-r>'M o^^^yavi oo^cog§jgi;65 

(>^7"y:/Bl9) o :^fc^ P I N=i— K(c:J:5^IE3d5 

NGT^ofc^^tdfi (;^7^^;/:/B 1 5CONo) . Ti^ 

>'M Ot*-?:<o^^oSiKl|*jfe-efc6^^y3 

:^ 1 0 0 ^ (omm^u^-r^. 

[Olio] — P I K{Ci:^^ijEl5f^;ei5^Jl: 

^?nTV^^:^ C;^^ ^;/:7^B 1 2<ONo) fo^V^f^X'^y 

=i:xi 0 0i)mm^r^'^:^^-^^^V 1 oicg^JK^ttyt 
r i:*5$>^4ft^tc:|:3: (j^t^^t^B 1 ScoNo) . r^-fe 
;^3}<^>^ h 1 o^iy ^^i5^:3e-lc:J:^^IE^^T5 (^^-r^y 

>^B2 0) o :iCO^, g|j^M^^<0/^'y ::3>'l 0 0:65 

fjr, /^ya^'i ooic^-r^y dsy i^^T^— 7^ 

B2 KOYe s) . T >- b 1 Ofl^^y::i>'l 

0 0 i:og§3ffi^?es:i-5 (^T'^^r/Bie) o p 

7'B21C0No) . r^^-fe^jJ^^V-h 1 Ofi^0<*:^(0 

mmMis^9tx^^^<y ^> 1 0 0 t(Dwm^i^^'r^o 

[0 1 1 U r<z>J:5J-. P I N=i- KlcJ:-5^iiES)f^ 
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^mn:^v-f K^-Y^y^s 4 a coSfef^tc J: t) P I N 
U^(0^fi>r^'^:^^^>'Y 1 0<OP I KSrMb 

[0 1121 T^-fe;^2K>f >- h 1 0O«a#:d5j:^ 

^3 4 aC04^^{cH#>?^^<. P I N=i^ K(cJ;5^liE» 
[0 113] (c) -^=¥^1^ y x^lt^t^^ >^7^':^>':^^0i 

[0 114] |g]i gj^r^^-feXTK-rv-h i otcjoit^-t 
f"^— b-e*)5o ^1 9i^r^'fe::^2K-<:^M 0 

[0 115] 4-. i^lSis«l:8§^^5-''?y=»>'i 0 ot(o^ 

mtm^^fy^lt^Wrr^ {:^'ry':fCl 1) . x-^y^^-i 
O Od^P>-fe=^3L y v">f 1t#<0;^ ^'T^'^i^-r^rn-^:^ Kd^H 

So 

[0 116] ri7'^:^:^^>'V 1 of^iiep^vy"'^^'^^ 

=2'^>^ K^Sfi'r'5i:> :^-f. R AM7 4 f^<7)||2 coKj 

f^^J«1t#*&jft^SP 7 4b (Ctfrjft^ $ flfz.^ 2 <Z)itlf^^J«Ht 
«^cS<5v^r. •fe^f-zxy7^>f1»ffi(;r)p^^^7^'^>';^«f^;55 

2) . 

[0 117] _h3*Ufc<i: K:5^-f s^^3 4b 

:^5f|:Rr^^^i^-fo»9lj|:t^^*^r*3 0. d^o. K;^-r 

'CV>-5o K;^>r 3 4 hibm±^mK^ 

0*^bnrv>^;d\ &5v^^i, K:^-f y^3 4 

-S^IC. ^2i(jf^^JI91f#fi:«lfc^^bTV^^o 
[0 118] •fe^^y7^>f1fa<D;»< >'7^:f-:^;^«}fPdSS 

^^^h 1 0{:i_bfa^>'-r-^>'X:=r-;r:xK^Jg^'r^ i:^ 

[0 119] -fe^zj. y v"-<ff^co^ >^'r-^>'>^ib 



-f-^ {:^'ryzfQ. 1 5) o ^<^BS. P I N^:'- K«?>*# 
«^;td5fT*:>tb3t»'g'lcri (^:^^v':fO 1 ecoYe s) . 

r^-fer;^7K-Y>' h 1 or^y ^/^t^— >^</wt i ot*— t^^^ 

-r-<T^iJ^i-5 (Xt^^^^t^CI 7) o 

[0 120] rcOj;5t-> -fe-^^yT^-f ^t#CO;^>'7^•t- 
-C#^o bfc;a5oT. W^f^X^^r K;^-r :y^3 4 b<D 

br*5tttf. I5^tc-fe:^^yy^>fif#^ri5^i2:;^'rs:i 

[0121] r ^-fe;^^-!^ :^ h l O co<tS#;55;^ 

K;^>r 3 4 b ^»ih4^ffijc§j t? ifex.-c*5< 

^3 4 b<^4^^(C||^/^< . -fe^zxyy^^lf^cOT^^-x 

b 1 0<D-fede^y7^^SrMi»-r5cii:d5-e#-5o 

[0 12 2] P I N=x- K^5«^M^^^fc«^^c 

r y v'iJi'v'— ://i-T 1 Or"— iJ'^-r^r^ y r br*5< 

y 'y^'7'—':f;vT i y r b^li^Jcji. 'r'<rco^ 
9S^:g^ic:^bX^SP I N3— KcoA;^^^i^6w^lc 

n^P I N=«— V^^hf^:^^^—f\t.ri7'^:^^^ h 

1 o-HSjgg-r6wi:f^-et?:cv>r ^tc/^6o 

[0123] ( d ) mw^(omu=^'7 --^m 

[0 12 4] m2.o^^xmz i f^ir^-t^^^K^:^ h i 

^^— bXfc^o ?'c^*5^ gI2 0*5<J:t/lll2 1 li:TiJ"^>^ 

2}<-r V M 0OCPU7 2d5|ltT'r^>^t3^^A(7>^3® 
[0 12 5] ^SP««-C«>-5^^y = Vl 0 0<7> I D 

d^y ^^^j^t"— ://vT 1 tc^^^tiTv^j^cfv^t^t^ihi-Sc 

r<D/^y::i:/l O 07ii^ib^^^5^255*>Si: (>^X:x:/D 

11). r^'^:^i^^i^Y 1 0(i^lE:3i^— :^/V'T 
2^#figi-S (;^7'>>>^D1 2) o iSIiEJi^— 

[0 12 6] ^(omWE^y--'r--:f/i^T 2{cy<y^:^i 

DlSCONo) , r^-fe;^3K-f >^ h 1 Of^il^ilt) P I 

b;^P I N3— Kd5ri5^-fe:^2K^>'h i o<dp i n^— 
K^— &-r;h.f^ (;^x.x:rDl 5(OYe s) . T^-fe;^ 
:^ h 1 0 i:i/N*y ^ >- 1 0 0 o^j^^ff "J-T ^ i^T 
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y^U 1 6) o 

[0 12 7] — iJIiEJi7— -eS>o;fe*&^. 0 . 

y<y^>i 0 odSA;^?b^P I N=i— \^t^T^^:^^^ 
^^h 1 0(^P I N=3— Kir— Scb/i:*>o:fc4i^(cfi 

7'5':7"D 1 5C0N o) . r^±:^:^^>'hlO}^y<y^ 

0 otDg^jj^^m^rs (;^v'5'>^D 1 7) o 

D 1 8) o 

[0128] ^fc. ±IE>^7":y>^D 1 3^C:^l^T. i; 
^^7^-:/yW'T 1 (;i^jBcll*ifeco>'^y=i:^ 1 O 0(D I D;6S 

i^ft*^x-cv>fet'f-So o^t). JeAg^^cy^•y3i^l 0 0 

[0 12 9] r^'fe:;^:^K-f >^ 

1 0 oco I D{c:*rjcSbfcj^7— lHl»:3550f5£iHigc^tl^-c 

9<DNo) . r^-t;:^jK-f 0«il»ii*) P I N=3 

iEOK-Cfctbf^. o*t). /^^y ='>'l 0 0;d5A;'3by^P 

1 K:d5T^-fe>^JK^>' h 1 0 COP I N=i— K<h — 
Si-tttiT (::^v^s^>^D2 l<DYe s) . T^-t^T^-fiy 

2 2) o :i<Dt^. mWt=^9-'y"—^^^T 2t^^y<y=' 
>-l 0 otciii-^T^"— ^^i'J^UT:ls< (;^7"5/:/D2 

3) o 

[0 13 0] :3i^-lHl|Rd5^S[Hl»4r«X.TV^e 

(>^7"^:/D 1 9<7)N o) . ^^y^v 1 0 of^ 
/FjEr^'fer;^#'efc'5^4^MU> ^'?y:=i:/i 0 oo^j^ 

— >^/^T2l^C0^K^'?y3^^1 0 0 0:317— iHlScSrMSf 

SS^i^^^J^ (;^7^yy'D2 5) p ^ 

SrtTP i:^'ry:fD24. D25) o 
[0 13 1] C<75J:5tc. P I N3— KJciSBIiE^tii 

Kms^o^jgE^^r^i-m^-r ^ :ztx. m cmmm^ 

[0 13 2] /.ejs, ±ieB)f;^[ii»cf:i0ilx.ti5iHiej[i)5® 



ri^^:^^^>V 1 0(OW3®*;d5ttmt-^^-C^^i: 5 
[0133] igiiiE3i^-7^->^/vT 2 t;i»f:fe/j:« 

;VT 2 (0^»f¥^ (El 1 6 (Dmx^^um (D^xmi^ti: 

mmm^^m^c \^xmu^9—m»^^»^mc*smx 

[0 13 4] j^±<DX^\c, r^^^^^^^yv 1 ot^ts: 

So 

[0 13 5] I^C««;d^e>^iE/j:P IN=i-KO 
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* NOTICES * 

JPO and NCI PI are not responsible for any 
damages caused by the use of this translation. 

LThis document has been translated by computer. So the translation may not reflect the original 
precisely. 

2.**** shows the word which can not be translated. 
3.1n the drawings, any words are not translated. 



CLAIMS 



[Claim(s)] 

[Claim 1] It is electronic equipment equipped with the means of communications which requires 
authentication by specific identification code in case a link is stretched among other devices. The 
switch which can switch the 1st condition and 2nd condition. When this switch is set as the 1st 
condition Electronic equipment characterized by providing an authentication prohibition means to 
forbid authentication by the above-mentioned specific identification code, and an authentication 
authorization means to permit authentication by the above-mentioned specific identification code 
when the above-mentioned switch is set as the 2nd condition. 

[Claim 2] Electronic equipment according to claim 1 characterized by providing the control means 
which forbids authentication by the above-mentioned specific identification code when having 
carried out predetermined time progress is detected, after the above-mentioned switch was set as 
the 2nd condition by time amount detection means to detect whether predetermined time progress 
was carried out after the above-mentioned switch was set as the 2nd condition, and this time 
amount detection means. 

[Claim 3] A management information storage means to be electronic equipment equipped with a 
radio means to require authentication by specific identification code in case a link is stretched 
among other devices, and to memorize the various management information for connecting among 
other devices, When the switch which can switch the 1 st condition and 2nd condition, and this 
switch are set as the 1st condition A modification prohibition means to forbid modification of the 
various management information memorized by the above-mentioned management information 
storage means, and when the above-mentioned switch is set as the 2nd condition Electronic 
equipment characterized by providing a modification authorization means to permit modification of 
the various management information memorized by the above-mentioned management information 
storage means. 

[Claim 4] Electronic equipment according to claim 3 carry out having provided the control means 
which forbids modification of the various management information memorized by the above- 
mentioned management information storage means when having carried out predetermined-time 
progress was detected, after the above-mentioned switch was set as the 2nd condition by time- 
amount detection means detect whether predetermined time progress was carried out after the 
above-mentioned switch was set as the 2nd condition, and this time-amount detection means as 
the description. 

[Claim 5] A device code storage means to be electronic equipment equipped with a radio means to 
require authentication by specific identification code in case a link is stretched among other 
devices, and to memorize the device code of each of other device by which the link was stretched. 
When there is a connection request from other devices and the device code of the device 
concerned is not memorized by the above-mentioned device code storage means When judged with 
an authentication error by authentication means to perform authentication by the above-mentioned 
specific identification code to the device concerned, and this authentication means An 
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authentication error storage means to match and memorize the device code and the number of 
errors of the device concerned, Electronic equipment characterized by providing the control means 
which refuses the connection request from a device which has the device code which corresponds 
when the number of errors memorized by this authentication error storage means exceeds the 
count of predetermined. 

[Claim 6] An authentication means to be electronic equipment equipped with a radio means to 
require authentication by specific identification code in case a link is stretched among other 
devices, and to perform authentication by the above-mentioned specific identification code to the 
device concerned when there is a connection request from other devices, A link-information 
creation means to create a link information with the device judged as authentication being possible 
by this authentication means, A link-information registration means to match with an applicable 
device the link information created by this link-information creation means, and to register it. 
Electronic equipment characterized by providing a deletion means to delete the link information of 
the device judge that is unnecessary according to a predetermined regulation when the number of 
registered devices of the link information by this link-information registration means exceeds the 
permission number of cases. 

[Claim 7] It is electronic equipment according to claim 6 which matches the above-mentioned link- 
information registration means with the link information of each of each device, memorizes both the 
last connection time of day of each of each device, and is characterized by the above-mentioned 
deletion means deleting the link information of the oldest device of the last connection time of day 
among the link informations registered into the above-mentioned link-information registration 
means. 

[Claim 8] It is electronic equipment according to claim 6 which matches the above-mentioned link- 
information storage means with the link information of each of each device, memorizes the 
registration time of day both, and is characterized by the above-mentioned deletion means deleting 
the link information of the oldest device of the registration time of day among the link informations 
registered into the above-mentioned link-information registration means. 

[Claim 9] It is electronic equipment according to claim 6 which matches the above-mentioned link- 
information storage means with the link information of each of each device, memorizes both the 
counts of connection of each of each device, and is characterized by the above-mentioned deletion 
means deleting the link information of fewest devices of the count of connection among the link 
informations registered into the above-mentioned link-information registration means. 
[Claim 10] An identification code storage means to be electronic equipment equipped with a radio 
means to require authentication by specific identification code in case a link is stretched among 
other devices, and to memorize the above-mentioned specific identification code. An authentication 
means to perform authentication by the specific identification code memorized by the above- 
mentioned identification code storage means to the device concerned when there is a connection 
request from other devices, A link-information creation means to create a link information with the 
device judged as authentication being possible by this authentication means, A link-information 
registration means to match with an applicable device the link information created by this link- 
information creation means, and to register it, Electronic equipment characterized by providing a 
deletion means to delete all the link informations registered into the above-mentioned link- 
information registration means when the specific identification code memorized by the above- 
mentioned identification code storage means is changed. 

[Claim 1 1] The exchangeable radio unit for being electronic equipment which requires authentication 
by specific identification code, in case a link is stretched among other devices, and connecting with 
a device besides the above, A unit code storage means to memorize the identification code of the 
proper of this radio unit. An authentication means to perform authentication by the above- 
mentioned specific identification code to the device concerned when there is a connection request 
from other devices, A link-information creation means to create a link information with the device 
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judged as authentication being possible based on the identification code of the radio unit memorized 
by the above-mentioned unit code storage means with this authentication means, When exchanged 
for a link-information registration means to match with an applicable device the link information 
created by this link-information creation means, and to register it, in the above-mentioned radio unit 
Electronic equipment characterized by providing a deletion means to delete all the link informations 
registered into the above-mentioned link-information registration means. 

[Claim 12] It is the connection control approach used for electronic equipment equipped with the 
means of communications which requires authentication by specific identification code in case a link 
is stretched among other devices. When the switch which can switch the 1st condition and 2nd 
condition to the body of the above-mentioned electronic equipment is formed and this switch is set 
as the 1 st condition The connection control approach characterized by permitting authentication by 
the above-mentioned specific identification code when authentication by the above-mentioned 
specific identification code is forbidden and the above-mentioned switch is set as the 2nd condition. 

[Claim 13] The connection control approach according to claim 12 characterized by forbidding 
authentication by the above-mentioned specific identification code when predetermined time 
progress is carried out, after it Judges whether it detected whether predetermined time progress 
was carried out after the above-mentioned switch is set as the 2nd condition, and the above- 
mentioned switch is set as the 2nd condition. 

[Claim 14] It is the connection control approach used for electronic equipment equipped with a radio 
means to require authentication by specific identification code in case a link is stretched among 
other devices. It has the memory which memorized the various management information for 
connecting among other devices, and the switch which can switch the 1st condition and 2nd 
condition to the body of the above-mentioned electronic equipment is formed. The switch which can 
switch the 1 st condition and 2nd condition. The connection control approach characterized by 
permitting modification of the various management information memorized by the above-mentioned 
memory when modification of the various management information memorized by the above- 
mentioned memory when this switch is set as the 1 st condition is forbidden and the above- 
mentioned switch is set as the 2nd condition. 

[Claim 15] The connection control approach according to claim 14 characterized by forbidding 
modification of the various management information memorized by the above-mentioned memory 
when predetermined time progress is carried out, after it judges whether predetermined time 
progress was carried out after the above-mentioned switch is set as the 2nd condition, and the 
above-mentioned switch is set as the 2nd condition. 

[Claim 16] It is the connection control approach used for electronic equipment equipped with a radio 
means to require authentication by specific identification code in case a link is stretched among 
other devices. When the device code of each of other device by which the link was stretched is 
memorized in the 1st memory and there is a connection request from other devices When the 
device code of the device concerned is not memorized by the 1 st memory of the above When 
authentication by the above-mentioned specific identification code is performed to the device 
concerned and it is judged with an authentication error according to this authentication The 
connection control approach characterized by refusing the connection request from a device which 
has the device code which corresponds when the number of errors which matched the device code 
and the number of errors of the device concerned, memorized in the 2nd memory, and was 
memorized by this 2nd memory exceeds the count of predetermined. 

[Claim 1 7] It is the connection control approach used for electronic equipment equipped with a radio 
means to require authentication by specific identification code in case a link is stretched among 
other devices. When there is a connection request from other devices, authentication by the above- 
mentioned specific identification code is performed to the device concerned. A link information with 
the device judged as authentication being possible according to this authentication is created. The 
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connection control approach characterized by deleting the link information of the device judge that 
is unnecessary according to a predetermined regulation when this link information is matched with 
an applicable device, it registers with memory and the number of registered devices of the link 
information by this memory exceeds the permission number of cases. 

[Claim 18] It is the connection control approach used for electronic equipment equipped with a radio 
means to require authentication by specific identification code in case a link is stretched among 
other devices. Authentication by the specific identification code memorized to the device concerned 
by the 1st memory of the above when the above-mentioned specific identification code was 
memorized in the 1 st memory and there was a connection request from other devices is performed. 
A link information with the device Judged as authentication being possible according to this 
authentication is created. The connection control approach characterized by deleting all the link 
informations that matched this link information with the applicable device, registered with the 2nd 
memory, and were registered into the 2nd memory of the above when the specific identification 
code memorized by the 1 st memory of the above was changed. 

[Claim 19] In case a link is stretched among other devices, authentication by specific identification 
code is required. It is the connection control approach of electronic equipment equipped with the 
exchangeable radio unit for connecting with a device besides the above. The identification code of 
the proper of the above-mentioned radio unit is memorized in the 1st memory. When there is a 
connection request from other devices, authentication by the above-mentioned specific 
identification code is performed to the device concerned. A link information with the device judged 
as authentication being possible is created based on the identification code of the radio unit 
memorized by the above-mentioned memory according to this authentication. The connection 
control approach characterized by deleting all the link informations registered into the 2nd memory 
of the above when this link information is matched with an applicable device, it registers with the 
2nd memory and it is exchanged in the above-mentioned radio unit. 



[Translation done.] 
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DETAILED DESCRIPTION 



[Detailed Description of the Invention] 
[0001] 

[Field of the Invention] This invention relates to electronic equipment and the connection control 
approach equipped with the radio function to perform data communication among other devices. 
[0002] 

[Description of the Prior Art] In recent years, the radio communications system of personal area, 
such as IrDA, Bluetooth, and HomeRF, attracts attention. It has the advantages, like that there is no 
directivity as compared with an infrared communication mode like IrDA, and especially Bluetooth and 
HomeRF have high permeability, and future development and spread are expected very much. In 
addition, Bluetooth is the radio specification of a short distance and realizes radio (less than 10m or 
less than 100m) using the ISM (Industrial Science Medical) band of a 2.4GHz band. 
[0003] Connection with two or more devices is possible for radio communications systems, such as 
Bluetooth and HomeRF, to coincidence, and also it is one of the descriptions also with big a 
transmission distance being also comparatively as long as 10-1 00m as compared with an infrared 
communication mode like IrDA. Since there is also an advantage of improvement in user-friendliness 
but on the other hand this can be easily accessed from the outside by wireless, it fully needs to be 
careful about reservation of the security of a radio communications system, and unknown episode 
nature etc. 

[0004] As a security method of a common radio communications system, the method indicated by 
the official report of patent No. 2872996 is learned. In the security system which consists of an 
electronic key and a wireless terminal unit, in order to strengthen security, this forbids the 
continuous duty of the same key and raises the safety to loss or a theft. 

[0005] Moreover, in Bluetooth, the security method by the following user authentication is adopted. 
[0006] The user authentication in Bluetooth is managed by two, the unique authentication password 
set as a device, and the cryptographic key created by ID (address which is 48 bits which IEEE 
manages and numbers) of this authentication password and a device proper etc. The above- 
mentioned authentication password is called the PIN (Personal Identification Number) code, and 
consists of character strings of arbitration. The above-mentioned cryptographic key is called a link 
key, and is used for a data encryption etc. other than user authentication. 
[0007] Now, the case where Device A accesses to Device B is considered. 

[0008] In the situation that Device A and Device B are connected for the first time. Device A needs 
to input the PIN code of Device B. When the PIN code inputted from Device A is judged to be the 
right, Device B establishes a link as authentication being possible, and permits connection. At this 
time. Device B multiplies a random number by the own PIN code and ID of Device A, creates the link 
key of Device A, and saves this on the link key table with ID of Device A. In addition, when creating 
a link key, ID of the PIN code of the partner who exchanges the link key of each other between 
each device, or self is also used. 
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[0009] On the other hand, if Device A may be connected to Device B before, since the link key of 
Device A is already registered into the above-mentioned link table, the input of the PIN code is 
excluded and authentication by the above-mentioned link key is performed. 
[0010] 

[Problem(s) to be Solved by the Invention] There is what are various as a device using Bluetooth, 
and there is a line connection device called a modem access point as one of them. If this modem 
access point is equipped with the connect function to a public line and the communication facility of 
Bluetooth is added to this, it will become connectable by wireless among other devices 
corresponding to Bluetooth. Therefore, if a modem access point is accessed by wireless from an 
external instrument, in an external instrument side, without needing connection of a modular cable, it 
can connect with a public line and use of the Internet etc. can be received. In this case, 
authentication by the PIN code or link key mentioned above is carried out to access to a modem 
access point, and connection with a modem access point is allowed only for the external instrument 
judged as authentication being possible. 

[001 1] However, when known by persons other than the user of original [ code / of a modem access 
point / PIN ] in a certain means, it may access unlawfully to a modem access point using the PIN 
code. In the case of a modem access point, since a circuit toll arises by connection of a public line, 
unlawful access poses a serious problem. 

[0012] Moreover, a modem access point is installed in the location which is not conspicuous, and 
the power source is usually always turned on in many cases. For this reason, before a manager 
knows, possibility of accessing unlawfully to a modem access point from the exterior is high. 
[0013] It was made in order that this invention might solve the above points, and it aims at offering 
the electronic equipment and the connection control approach of being able to prevent unlawful 
access from other devices and securing security. 
[0014] 

[Means for Solving the Problem] namely, by the electronic equipment concerning claim 1 of this 
invention In case a link is stretched among other devices, when authentication by specific 
identification code is required and the switch which can switch the 1 st condition and 2nd condition 
is set as the 1st condition When authentication by the above-mentioned specific identification code 
is forbidden and the above-mentioned switch is set as the 2nd condition Since authentication by the 
above-mentioned specific identification code is permitted, the user of other devices can stretch a 
link with the device concerned, unless it changes the setting actuation of the above-mentioned 
switch into the 1st condition, even if it knows the above-mentioned specific identification code. 
[0015] Moreover, by the electronic equipment concerning claim 2 of this invention, since the 
authentication by the above-mentioned specific identification code is forbidden when having carried 
out predetermined time progress is detected, after being in the electronic equipment concerning 
said claim 1 and setting the above-mentioned switch as the 2nd condition, after predetermined time 
progress as the 2nd condition set [ the above-mentioned switch ] can stretch a link with other 
devices no longer. 

[0016] moreover, by the electronic equipment concerning claim 3 of this invention It is what requires 
authentication by specific identification code in case a link is stretched among other devices by 
radio. When it has a management information storage means to memorize the various management 
information for connecting among other devices and the switch which can switch the 1st condition 
and 2nd condition is set as the 1st condition When modification of the various management 
information memorized by the above-mentioned management information storage means is forbidden 
and the above-mentioned switch is set as the 2nd condition Unless it changes the setting actuation 
of the above-mentioned switch into the 1 st condition even if the inaccurate user of other devices 
can connect with this electronic equipment since modification of the various management 
information memorized by the above-mentioned management information storage means is 
permitted, modification actuation of the various management information for connection with a 
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device besides the above can be performed. 

[0017] moreover, by the electronic equipment concerning claim 4 of this invention After being in the 
electronic equipment concerning said claim 3 and setting the above-mentioned switch as the 2nd 
condition, when having carried out predetermined time progress is detected Since modification of 
the various management information memorized by the above-mentioned management information 
storage means is forbidden, after predetermined time progress as the 2nd condition set [ the above- 
mentioned switch ] cannot perform modification actuation of the various management information 
for connection with a device besides the above, and becomes as [ be / nothing ]. 
[0018] moreover, by the electronic equipment concerning claim 5 of this invention It is what requires 
authentication by specific identification code in case a link is stretched among other devices by 
radio. When it has a device code storage means to memorize the device code of each of other 
device by which the link was stretched and there is a connection request from other devices When 
the device code of the device concerned is not memorized by said device code storage means When 
authentication by the above-mentioned specific identification code is performed to the device 
concerned and it is judged with an authentication error, the device code and the number of errors of 
the device concerned are matched, and an authentication error storage means memorizes. And 
since the connection request from a device which has a corresponding device code is refused when 
the number of errors memorized by this authentication error storage means exceeds the count of 
predetermined, it comes to be unable to perform the attempt of the unjust connection from the 
same device. 

[0019] moreover, by the electronic equipment concerning claim 6 of this invention It is what requires 
authentication by specific identification code in case a link is stretched among other devices by 
radio. If authentication by the above-mentioned specific identification code is performed to the 
device concerned and it is judged with authentication being possible when there is a connection 
request from other devices, a link information with the device concerned will be created, and this 
created link information is matched with an applicable device, and is registered into a link- 
information registration means, and when the number of registered devices of the link information by 
this link-information registration means exceeds the permission number of cases The link 
information of the oldest device among the registration link information (for example, the last 
connection time of day) (claim 7), Or since the unnecessary link information of the link information 
(claim 8) of the oldest device of registration time of day or the link information (claim 9) of fewest 
devices of the count of connection is judged and deleted A link information with a new connection 
device will be replaced with the link information of the low device of connection possibility, and can 
be registered. 

[0020] moreover, by the electronic equipment concerning claim 10 of this invention It is what 
requires authentication by specific identification code in case a link is stretched among other 
devices by radio. Authentication by the specific identification code memorized by the above- 
mentioned identification code storage means to the device concerned when it had an identification 
code storage means to memorize the above-mentioned specific identification code and there was a 
connection request from other devices is performed. If judged with authentication being possible, a 
link information with the device concerned will be created, and this created link information is 
matched with an applicable device, and is registered into a link-information registration means. And 
since all the link informations registered into the above-mentioned link-information registration 
means are deleted when the specific identification code memorized by the above-mentioned 
identification code storage means is changed, it can be prevented that a link is stretched among 
other devices after rewriting of the above-mentioned specific identification code by the user who 
does not know the new identification code concerned. 

[0021] moreover, by the electronic equipment concerning claim 11 of this invention It is what 
requires authentication by specific identification code in case a link is stretched among other 
devices by radio. It has a unit code storage means to memorize the identification code of the proper 
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of the exchangeable radio unit for connecting with a device besides the above, and this radio unit 
When there is a connection request from other devices, authentication by the above-mentioned 
specific identification code is performed to the device concerned. If judged with authentication being 
possible, a link information with the device concerned will be created based on the identification 
code of the radio unit memorized by the above-mentioned unit code storage means, and this 
created link information is matched with an applicable device, and is registered into a link- 
information registration means. And since all the link informations registered into the above- 
mentioned link-information registration means are deleted when exchanged in the above-mentioned 
radio unit, if after exchange of the above-mentioned radio unit creates the link information based on 
the identification code of the unit proper and does not reregister it, it can stretch a link with other 
devices. 
[0022] 

[Embodiment of the Invention] Hereafter, 1 operation gestalt of this invention is explained with 
reference to a drawing. 

[0023] Drawing 1 is the perspective view showing the appearance configuration of the radio 
communications system concerning 1 operation gestalt of this invention. The personal computer (a 
personal computer is called hereafter) 100 which performs radio between the line connection device 
(an access point is called hereafter) 10 equipped with the connect function of a public line and this 
access point 1 0 is shown by drawing 1 . 

[0024] The access point 1 0 and the personal computer 1 00 are equipped with PC card (BT-PC card 
is called hereafter) 20 according to the radio specification of Bluetooth free [ desorption ] as a radio 
card. An access point 10 and a personal computer 100 are equipping with this BT-PC card 20, and 
the data communication by wireless of them becomes mutually possible. 

[0025] A personal computer 100 is used as an external instrument which accesses an access point 
10 here. The keyboard 112, the liquid crystal display panel 116, and the card slot 118 are formed in 
the body 1 14 of this personal computer 100. 

[0026] It connects with a public line 1 1 through the modular cable 12, and an access point 10 
carries out wireless transmission of the data inputted from the public line 1 1 at a personal computer 
100 while transmitting the data by which wireless transmission was carried out from the personal 
computer 1 00 to a public line 1 1 . 

[0027] The configuration of an access point 10 is shown in drawing 2 thru/or drawing 6 . 
[0028] The perspective view showing the condition that drawing 2 used the access point 10 with the 
decomposition perspective view of an access point 10, and drawing 3 used it in every length, the 
perspective view in which drawing 4 shows the tooth-back side of an access point 10, and drawing 5 
are the perspective view showing the condition of having used the access point 10 by every side, 
and the perspective view showing the base side of an access point 10. 

[0029] as shown in drawing 2 thru/or drawing 6 , the access point 10 was formed with synthetic 
resin etc. — it has the rectangle-like body 14 of a device mostly. This body 14 of a device has front 
14a which curved slightly, this front face, almost flat tooth-back 14b which countered, side-face 14c 
of the pair which counters and 14d of top faces, and base 14e. And base 14e and tooth-back 14b of 
the body 14 of a device constitute the 1st and 2nd installation side, respectively. 
[0030] As shown in drawing 3 and drawing 4 . as the body 14 of a device is used as every length or 
it is shown in drawing 5 R> 5, the body 14 of a device can be used for an access point 10 as every 
width by laying tooth-back 14b in desktop superiors by laying base 14e in desktop superiors. 
Moreover, two engagement hollows 16 for hanging a pin, a hook, etc. are formed in tooth-back 14b, 
and the tooth back can use the body 14 of a device for it also as a wall type in the condition of 
having countered with the wall, by using these engagement hollows 1 6. 

[0031] The electric power switch 18 of a push button type is formed in one side-face 14c of the 
body 1 4 of a device. The RS232C connector 22 and the AC adapter terminal 23 for power-source 
connection are formed in side-face 14c of another side. Moreover, as a display which shows the 
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operating state of an access point 10, two or more LED24 is located in a line, and is prepared in 
front 14a of the body 14 of a device, as operating state — for example, power-source ON (POWER), 
transmission (SD), and reception (RD) — off-hook — standby / active (STB/ACT) condition of 
(OH) and BT-PC card 20 mentioned later are displayed. 

[0032] The transparence covering 15 which can be detached and attached freely, and the card slot 
28 and eject button 30 of a card slot 26 which are mentioned later are prepared in 14d of top faces 
of the body 14 of a device. Moreover, two modular jacks 32 and the slide switches 34a and 34b of a 
right-and-left pair which can connect the modular cable 12 for connecting an access point 10 to a 
public line 11, and one rotary switch 35 are formed in base 14e so that drawing 6 may show. 
[0033] The skirt-board section 36 is set up along with the periphery section by base 14e, and 
notching 37 is formed in the part. In case this skirt-board section 36 uses the body 14 of a device 
as every length, it functions as the leg. The modular cable 12 connected to the above-mentioned 
modular jack 32 is pulled out outside through notching 37. Therefore, without the modular cable 12 
becoming obstructive even when using the body 14 of a device as every length, where the modular 
cable 12 is connected to a modular jack 32, by the skirt-board section 36, it is stabilized and the 
body 14 of a device can be supported. 

[0034] In the body 14 of a device, the card slot 26 which functions as an attaching part is formed, 
and opening of the card slot 28 of this card slot is carried out to 1 4d of top faces of the body of a 
device. And it can let a card slot 28 pass to this card slot 26, and it can be equipped with the BT- 
AC card 20 free [ desorption ]. 

[0035] Next, the configuration of BT-PC card 20 is explained. 

[0036] Drawing 7 is the perspective view of BT-PC card 20, and drawing 8 R> 8 is the 
decomposition perspective view of BT-PC card 20. 

[0037] As shown in drawing 7 and drawing 8 . BT-PC card 20 is equipped with the body 40 of a card 
based on the specification of PCMCIA, and the transceiver section 42 based on both BT 
specification projected from the end side of the body of a card, the body 40 of a card consists of 
synthetic resin — it has the rectangle-like frame 43 mostly. This frame 43 is supporting the 
periphery section of the card substrate 44 within the body 40 of a card. The connector 45 was 
attached in the end of the card substrate 44, and the other end of a card substrate is projected 
from the body 40 of a card. 

[0038] On top-face 44a, two or more electronic parts 46 are mounted one front face of the card 
substrate 44, and here. Moreover, the head set section 48 for connecting the antenna section 46 
which constitutes the transceiver section 42, LED47 turned on at the time of transmission and 
reception and headphone, a microphone, etc. is formed in the other end top face of the card 
substrate 44. 

[0039] And the top face and inferior surface of tongue of the card substrate 44 are covered except 
for the other end with the metal coverings 50a and 50b of a pair by which fitting was carried out to 
the frame 43. 

[0040] Moreover, it had the cap 51 which consists of synthetic resin, fitting of this cap 51 was 
carried out to the other end of the body 40 of a card, and the transceiver section 42 has covered 
the other end of the card substrate 44 and the antenna section 46 mounted in this other end top 
face, LED47, and the head set section 48. 

[0041] In above-mentioned BT-PC card 20. the front end in which the connector 45 is formed turns 
into an insertion side edge to a card slot 26. And 1st guide slot 52a which carried out opening is 
formed in the top face of the body 40 of a card, a side face, and a front end side, and 2nd guide slot 
52b which carried out opening only to the side face and front end side of the body 40 of a card is 
formed in the side-attachment-wall front end of another side of a frame 43 at one side- 
attachment-wall front end of a frame 43. In case these 1 st and 2nd guide slots 52a and 52b equip a 
card slot 26 with BT-PC card 20, they regulate the sense of the front flesh side of BT-PC card 20. 
[0042] BT-PC card 20 with which a personal computer 100 is equipped is also the same 
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configuration, and it is equipped through the card slot 118 prepared in the lateral portion of a 
personal computer 100 as shown in drawing 1 . 

[0043] The data communication which followed the radio specification of Bluetooth between the 
access point 10 and the personal computer 100 becomes possible by equipping an access point 10 
and a personal computer 100 with BT-PC card 20 of such a configuration, respectively. 
[0044] By the way, when a personal computer 100 accesses an access point 10, in the situation 
that an access point 10 and a personal computer 100 are connected for the first time, a personal 
computer 100 needs to input the PIN code of an access point 10. If an access point 10 has the right 
PIN code inputted from the personal computer 100, it will establish a link and will permit connection. 
When an access point 10 creates a link key based on ID of a personal computer 100, the own PIN 
code. etc. and there is a connection request from a personal computer 100 next time at this time, 
authentication by this link key will be performed. 

[0045] The PIN code (authentication password) of an access point 10 is told only to the user to 
whom connection was permitted beforehand. However, when known by persons other than a user 
original with a certain means (using the software for example, only for code decode), it accesses 
unlawfully to an access point 10 using the PIN code, and there is a problem which uses a public line 
1 1 without notice. 

[0046] Below, it explains preventing such unlawful access as main point. 

[0047] Drawing 9 is the block diagram showing the radio structure of a system of this invention, and 
corresponds with the configuration of above-mentioned drawing 1 , a radio communications system 
is constituted from an access point 10 and a personal computer 100, and things are shown. 
[0048] Here, with this operation gestalt, as shown in drawing 10 , slide switches 34a and 34b are 
formed in conspicuous locations, such as a rear face of an access point 10. These slide switches 
34a and 34b are switches which can switch between 2 locations, and are for performing switch 
actuation in prohibition mode and authorization mode. Slide switch 34a forbids /-permits the 
authentication actuation (registration actuation of a new device) in the PIN code, and slide switch 
34b forbids / permits maintenance actuation (modification actuation of the PIN code or a link key) 
of security information. 

[0049] The manager of an access point 10 performs fundamentally actuation of slide switches 34a 
and 34b, and slide switches 34a and 34b are usually set as the prohibition condition. And when 
registering a new device into an access point 10. a manager operates slide switch 34a and switches 
to an authorized state. 

[0050] Thus, if slide switch 34a is switched to an authorized state and it considers as the prohibition 
condition usually when an original user newly connects, persons other than an original user can 
prevent inputting the PIN code of an access point 10 and accessing unlawfully in it. 
[0051] Moreover, modification of the PIN code of an access point 10 and the maintenance of the 
security information memorized in a modem access point 10 called deletion of the link key of each 
device can be performed by inputting a command from the exterior (already registered device). It 
prevents accessing the security information in an access point 10 freely, and changing it by enabling 
activation of the maintenance of such security information, only when slide switch 34b is an 
authorized state. 

[0052] In addition, it is possible to use the rotary switch 35 as independently indicated to be slide 
switches 34a and 34b to drawing 1 1 . This rotary switch 35 is made into what can switch between at 
least four locations. Both the authentication actuation (registration actuation of a new device) in the 
PIN code and maintenance actuation (modification actuation of the PIN code or a link key) of 
security information are forbidden in the 1 st location. Both authentication actuation [ according only 
maintenance actuation of security information to the PIN code in the 4th location only in 
authentication actuation ] according to authorization in authorization and the 3rd location and the 
maintenance actuation of security information in the PIN code are permitted in the 2nd location. 
[0053] The correspondence relation between slide switches 34a and 34b and a rotary switch 35 is 
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shown in drawing 12 . SW1 in drawing shows slide switch 34a. SW2 shows slide switch 34b, OFF 
shows a prohibition condition and ON shows the authorized state. Moreover, 1-4 show the change 
location of a rotary switch 35. 

[0054] The operating state of an access point 10 can be switched with slide switches 34a and 34b 
or a rotary switch 35 by giving the table showing the correspondence relation of such a slide 
switches 34a and 34b and a rotary switch 35 to an access point 10. However, as for a rotary switch 
35, it is more desirable to operate it compared with slide switches 34a and 34b, and to switch the 
operating state of an access point 10 using slide switches 34a and 34b for a reason. Below, 

it explains as what switches the operating state of an access point 10 using slide switches 34a and 
34b. 

[0055] Drawing 13 is the block diagram showing the circuitry of an access point 10 and BT-PC card 
20. 

[0056] As shown in drawing 13 , the access point 10 is equipped with CPU72 which controls 
actuation of the whole access point. LED24, the switch groups 34a, 34b, and 35, the connector 60 
as a PC card interface. ROM73 and RAM74, nonvolatile memory 75. the RTC (Real TimeClock) 
circuit 76, etc. are connected to this CPU 72. Moreover, the power source supplied from the AC 
adapter terminal 23 is supplied to CPU72 through the current supply section 77. 
[0057] Furthermore, the access point 10 is equipped with the modem section 70 connected to a 
public line 1 1 through the modular cable 12 and a modular jack 32. This modem section 70 and the 
RS232C connector 22 are connected to CPU72 through the circuit changing switch 78. In addition, 
the modem section 70 and a modular jack 30 function as the transceiver section. 
[0058] ROM73 stores the communications protocol with radio and a public line 1 1 etc. RAM74 
stores the driver software containing the program of operation, device driver, and radio protocol of 
an access point 10. 

[0059] Moreover, the various storing sections 74a-74c for storing in this RAM74 the 1st control 
information of operation which controls authentication actuation of the PIN code here, the 2nd 
control information of operation which controls maintenance actuation of security information, and 
the criteria time information TM etc. are formed. 

[0060] As nonvolatile memory 75, EEPROM is used, for example. While the link authentication error 
table T1 and T2 mentioned later are prepared, ID storing section 75a for holding own ID (it 
registering with BT-PC card 20), password storing section 75b for holding the own PIN code 
(password for authentication which the user created to arbitration), etc. are prepared in this 
nonvolatile memory 75. 

[0061] The RTC circuit 76 is a circuit for clocking current time of day. 

[0062] The modem section 70 changes into digital data the analog data which changed into the 
analog data the digital data inputted from BT-PC card 20, and transmitted to the public line 1 1 
through the modular jack 32, and was inputted from the public line 1 1 through the modular jack 32, 
and transmits it to CPU72. 

[0063] The RC232C connector 22 is formed in order to make serial connection of the external 
instrument and access point 10 of personal computer 100 grade through the RS232C cable which is 
not illustrated. For example, it is also possible to transmit the digital data which connected with the 
ISDN terminal adopter through the RC232C connector 22 and the RS232C cable in the access point 
10, and was inputted from BT-PC card 20 as it is. 

[0064] A circuit changing switch 78 switches connection with the public line 1 1 by the modem 
section 70 and the modular jack 32, and connection with other electronic equipment by the RS232C 
connector 22. 

[0065] On the other hand, BT-PC card 20 with which this access point 10 is equipped is equipped 
with the antenna section 46, the RF section 80, the baseband section 81, memory 82, the Xtal 
oscillation section 83, the head set section 48, the AD/DA transducer 84, and LED47 as a wireless 
module of BT specification. 
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[0066] Transmission and reception of the data of BT-PC card 20 and an access point 10 are 
performed through a connector 45. The antenna section 46 performs transmission of the electric 
wave for performing radio, and reception, and the frequency band to be used has become 2.4- 
2.5GHz of BT specification. The RF section 80 performs signal processing which can perform a 
communication link on the frequency of the predetermined wireless electric wave to be used. 
[0067] Moreover, the baseband section 81 carries out digital processing of the data inputted through 
the antenna section 46 and the RF section 80, and they are changed into the data which can be 
processed in an access point 10, it stores them in memory 82, and data are delivered and received 
between access points. In addition, ID shall be beforehand memorized by memory 82 here. ID which 
is not illustrated and which rewrote and was beforehand assigned to improper memory by BT-PC 
card 20 is memorized in fact, and ID of this BT-PC card 20 is written in nonvolatile memory 75 as 
identification information of a device proper at the time of BT-PC card 20 wearing. 
[0068] LED47 is turned on at the time of transmission and reception of data. The Xtal oscillation 
section 83 supplies the criteria wave used in the RF section 80. The head set section 48 connects 
the head set which has headphone and a microphone, and outputs and inputs a sound signal. 
Moreover, the AD/DA transducer 84 changes into analog data the digital sound signal inputted 
through the baseband section 81 from an access point 10, and outputs it to the head set section 48 
while it changes into digital data the sound signal of an analog inputted from the head set section 
48. 

[0069] drawing 1 4 comes out. The block diagram showing the circuitry of the personal computer 100 
connected to an access point 10 as an external instrument, and BT-PC card 20. 
[0070] It has the body 114 with which the keyboard 112 was formed as shown in a personal 
computer 100 at drawing 1 . and the liquid crystal display panel 116 prepared in this body 1 14 free 
[ closing motion ]. A card slot 1 18 is formed in a body 1 14, and this card slot 1 18 is equipped with 
BT-PC card 20 free [ desorption ]. The configuration of a card slot 1 18 is almost the same as that 
of the card slot 26 of the access point 10 mentioned above. Moreover. BT-PC card 20 is as 
common as an access point 10, and since the internal configuration is the same as that of drawing 
13 , it omits the explanation here. 

[0071] Moreover, the personal computer 100 is equipped with CPU 122 which controls the interface 
connector 1 20 of PCMCIA specification which transmits and receives data, and actuation of the 
whole personal computer between BT-PC cards 20. USB124, ROM126, RAMI 28, etc. are connected 
to CPU 122. 

[0072] USB 124 is used in case serial connection is made through an access point 10 and the 
RS232C connector 22. Data, such as a program, are memorized by ROM 126. Various kinds of data 
required for processing actuation of CPU 122 are memorized by RAMI 28. Moreover, the PIN code 
(authentication password which the user created to arbitration) set as the personal computer 1 00, 
and the various data storage sections for setting which stored ID read from BT-PC card 20 are 
prepared in this RAMI 28. 

[0073] Next, the configuration of the link authentication error table T1 and T2 which the access 
point 10 has managed is explained. 

[0074] Drawing 1 5 is drawing showing the configuration of the link table T1. 

[0075] ID (address) of a proper, the link key created based on the ID etc., the last connection time 
of day, and a data existence flag are registered into the link table T1 by each device. 
[0076] As mentioned above, in an access point 10, when there is a connection request from a new 
device (device which is not registered into the link table T1), authentication in the PIN code is 
performed, in Authentication O.K., a link key is created based on ID of the device etc., and the link 
key is registered into the link table T1 with ID. Moreover, the connection time of day at this time is 
acquired from the RTC circuit 76, and it registers with the link table T1. The above-mentioned 
connection time of day is updated each time at the time of device connection. In addition, a data 
existence flag shows whether data are registered into the record column concerned. 
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[0077] Drawing 1 6 is drawing showing the configuration of the authentication error table T2. 
[0078] As for the authentication error table T2, ID (address) of a proper, the authentication number 
of errors, the last connection time of day, and a data existence flag are registered into each device. 
[0079] To the device judged on the occasion of the authentication in the PIN code to be an 
authentication error, an access point 10 matches ID and the authentication number of errors of the 
device, and registers them into the authentication error table T2. The initial value of the 
authentication number of errors is "1", and whenever a device is judged to be an authentication 
error, it is updated Moreover, the connection time of day at this time is acquired from the RTC 
circuit 76, and it registers with the authentication error table T2. The above-mentioned connection 
time of day is updated each time at the time of device connection. In addition, a data existence flag 
shows whether data are registered into the record column concerned. 

[0080] The number of registration of the link authentication error table T1 and T2 is decided 
according to the capacity of nonvolatile memory 75, and the maximum registration number of cases 
of the authentication error table T2 of the maximum registration number of cases of the link table 
T1 is M affairs in the example of N affair and drawing 16 in the example of drawing 15 . 
[0081] Next, actuation of this system is explained. 

[0082] Here, it divides into switch processing of the operating state by the (a) switch, connection 
processing with the (b) external instrument, maintenance processing of (c) security information, and 
authentication error processing at the time of (d) connection as processing for preventing unlawful 
access to an access point 10, and explains. 

[0083] (a) As the operating state by the switch carried out switch processing ****, the slide 

switches 34a and 34b for switching the operating state of an access point 10 are formed in the rear 

face of an access point 10. Slide switch 34a makes authentication actuation in the PIN code a 

prohibition condition or an authorized state, and slide switch 34b makes maintenance actuation of 

security information a prohibition condition or an authorized state. 

[0084] Here, change processing of the operating state by slide switch 34a is explained. 

[0085] Drawing 1 7 is a flow chart which shows change processing of the operating state by slide 

switch 34a prepared in the access point 10. In addition, drawing 1 7 shows processing of the program 

which CPU72 of an access point 10 performs. Moreover, the inside SW1 of drawing is slide switch 

34a. 

[0086] In the access point 1 0, the condition of slide switch 34a is always supervised. If it detects 
that slide switch 34a was switched to the authorized state from the prohibition condition (Yes of 
step A1 1), first, an access point 10 will acquire current time from the RTC circuit 76 shown in 
drawing 13 , and will set it to criteria time-of-day storing section 74c in RAM74 by making this time 
of day into the criteria time information TM (step A12). And the 1st control information of operation 
which considers authentication actuation of the PIN code as authorization is set to 1 st of operation 
control information storing section 74a in RAM74 (step A13). 

[0087] On the other hand, an access point 10 will set to 1st of operation control information storing 
section 74a in RAM74 the 1st control information of operation which considers authentication 
actuation of the PIN code as prohibition, if it detects that slide switch 34a was switched to the 
prohibition condition from the authorized state (Yes of step A14) (step A15). 
[0088] Moreover, if the difference of the criteria time information TM and current time which were 
set at the time of the switch becomes beyond predetermined time after slide switch 34a is switched 
to an authorized state from a prohibition condition After slide switch 34a is switched to an 
authorized state, when predetermined time progress is carried out (Yes of step A16), that is, an 
access point 10 Regardless of the condition of slide switch 34a, the 1st control information of 
operation which considers authentication actuation of the PIN code as prohibition is set to 1st of 
operation control information storing section 74a (step A1 7). 
[0089] The same is said of slide switch 34b. 

[0090] That is, if slide switch 34b is switched to an authorized state from a prohibition condition, 
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while the time of day at that time will be set to criteria time-of-day storing section 74c in RAM74 
as criteria time information TM, the 2nd control information of operation which considers 
maintenance actuation of security information as authorization is set to 2nd of operation control 
information storing section 74b in RAM74. On the other hand, if slide switch 34b is switched to a 
prohibition condition from an authorized state, the 2nd control information of operation which 
considers maintenance actuation of security information as prohibition will be set to 2nd of 
operation control information storing section 74b in RAM 74. 

[0091] Furthermore, after slide switch 34b was switched to the authorized state from the prohibition 
condition, If the difference of the criteria time information TM (it considers as a thing other than 
what manages slide switch 34a) and current time which were set at the time of the switch becomes 
beyond predetermined time That is, if predetermined time progress is carried out after slide switch 
34b is switched to an authorized state Regardless of the condition of slide switch 34b, the 2nd 
control information of operation which considers maintenance actuation of security information as 
prohibition is set to 2nd of operation control information storing section 74b in RAM74. 
[0092] In addition, although about 10 minutes is appropriate to the above-mentioned predetermined 
time, you may decide on the time amount beforehand, and the manager of an access point 10 may 
enable it to set it as arbitration. 

[0093] (b) Explain connection processing with an external instrument, next connection processing 
with an external instrument. 

[0094] Drawing 18 is a flow chart which shows the actuation of connection processing with an 
external instrument in an access point 10. In addition, drawing 18 shows processing of the program 
which CPU72 of an access point 10 performs. 

[0095] For example, if a connection request is sent by radio to an access point 10 from the personal 
computer 100 which is an external instrument, an access point 10 will confirm first whether the 
authentication actuation in the PIN code is permitted based on the 1 st control information of 
operation stored in 1st of operation control information storing section 74a in RAM74 (step B1 1). 
[0096] As for the 1st control information of operation, authorization is shown when predetermined 
time progress has not been carried out, after slide switch 34a is switched to the authorized state 
and slide switch 34a is switched to an authorized state, as mentioned above. Moreover, after slide 
switch 34a is switched to the prohibition condition or slide switch 34a is switched to an authorized 
state, when predetermined time progress is being carried out, the 1st control information of 
operation shows prohibition. 

[0097] If the authentication actuation in the PIN code is permitted (Yes of step B12). the personal 
computer 100 of the connection-request point will check an access point 10 by the existence [ as 
opposed to a personal computer 100 for whether it is the first connection ] of a link key (step B13). 
That is, ID and the link key of the device connected to the access point 1 0 until now are registered 
into the link table T1 which an access point 10 has. If there is no link key to a personal computer 
100 in this link table T1 and in other words ID of a personal computer 100 is not registered into the 
link table T1, a personal computer 100 is judged to be the first connection. 
[0098] Here, in the situation that an access point 10 and a personal computer 100 are connected 
for the first time (Yes of step 813), it is necessary to input the PIN code of an access point 10 from 
a personal computer 100. 

[0099] If the PIN code is inputted from a personal computer 100, an access point 10 will perform 
authentication in this PIN code (step 814). When the above-mentioned PIN code is in agreement 
with the PIN code of the self stored in password storing section 75b within the right case 75, i.e., 
nonvolatile memory, it judges with authentication being possible (Yes of step 815). 
[0100] Here, the authentication actuation in the PIN code is concretely explained with reference to 
drawing 22 . 

[0101] Now, the case where Device A connects with Device 8 is assumed. With this operation 
gestalt, a personal computer 100 and Device 8 are equivalent to an access point 10 for Device A. 
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Moreover, the password in drawing is the PIN code of an access point 10, 

[0102] As shown in drawing 22 . Device A transmits a connection demand (connection request) first 
(step SI). If the connection demand from Device A is received, it analyzes these received data, and 
Device B will transmit the message of connection establishment to Device A, when satisfactory 
(step S2), and a connection will establish it between device A-B after an appropriate time (step S3). 
In addition, the connection in this case shall mean the connection of a communicative lower order 
layer, shall mean the situation "the temporary network address was given", and does not 
necessarily mean service of high order application. 

[0103] After the above-mentioned connection is established, authentication procedure with a 
password is performed. That is, if the above-mentioned connection is established, Device B will 
output an authentication demand to Device A, and the input of a password will be urged to it (step 
S4). Thereby, the user of Device A enters the password of Device B, and transmits it (step S5). 
[0104] The device B which received the above-mentioned password collates the password of a self- 
opportunity, and the received password. If the collating result is wrong, the message of the purport 
from which a password is different will be returned to Device A, but authentication will be completed 
if there is no problem in a collating result (step S6). 

[0105] As a result of returning to drawing 18 and performing authentication actuation in the above 
PIN codes, when judged with authentication being possible, (Yes of step B15) and an access point 
10 establish a link (step B16), and create the link key to a personal computer 100 (step B17). In 
detail, ID of a personal computer 100 is acquired, the random number which generates the PIN code 
of the ID and self etc. in an access point 10 side is multiplied, and a link key with difficult decode is 
created. And an access point 10 registers into the link table T1 the link key by which creation was 
carried out [ above-mentioned ] with ID of a personal computer 100 (step B18). While acquiring 
current time of day from the RTC circuit 76 and registering with the link table T1 by making time of 
day at that time into the last connection time of day in that case, the data existence flag is set to 

[0106] Here, if there is no opening in the link table T1 in case the data of a new device are 
registered into the link table T1 (all data existence flags are the conditions of**), the data of the 
oldest device of the last connection time of day shall be deleted from the link table T1, and the data 
of a new device shall be registered [ then, ]. Thus, by registering the link key of the device newly 
connected instead of the link key of the low device of possibility of connecting, priority can be given 
to a new connection partner in the registration number of cases (the example of drawing 1 5 N affair) 
of the link table T1 prepared in nonvolatile memory 75, the PIN code can be managed efficiently, and 
user-friendliness can be raised. 

[0107] In addition, it is possible to store the count of access to this device of each device in the link 
table T1, for example, and to delete the data of fewest devices of the count of access. 
[0108] Moreover, it is possible to store the registration time of day to the link table T1 of each 
device in the link table T1, and to delete the data of the oldest device of the registration time of 
day. 

[0109] If the authentication in the PIN code is O.K., connection between an access point 10 and a 
personal computer 100 will be established, and the data communication by wireless will become 
mutually possible (step B19). Moreover, when the authentication in the PIN code is NG, (No of step 
B15) and an access point 10 refuse connection with the personal computer 100 which is the 
connection-request point at that time. 

[01 10] On the other hand, when the authentication actuation in the PIN code is forbidden (No of 
step B12), or when a personal computer 100 may be connected to an access point 10 before, (No of 
step B13) and an access point 10 perform authentication by the link key (step 820). In this case, if 
the personal computer 100 of the connection-request point may be connected to an access point 
10 before, since the link key to a personal computer 100 is registered into the link table T1, it can 
attest using that link key. If it is Authentication O.K. (Yes of step B21), an access point 10 will 
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establish connection with a personal computer 100 (step BIG). Moreover, when the authentication in 
the PIN code is NG, (No of step B21) and an access point 10 refuse connection with the personal 
computer 100 which is the connection-request point at that time. 

[0111] Thus, only when the authentication actuation in the PIN code is permitted, a new device can 
try access to an access point 10. Therefore, since it cannot access to an access point 10 usually 
even if persons other than an original user receive the PIN code of an access point 10 with a 
certain means if the authentication actuation in the PIN code is forbidden by actuation of slide 
switch 34a, a public line 1 1 can prevent the malfeasance of using it without notice. 
[0112] Moreover, since the authentication actuation in the PIN code will be automatically forbidden 
regardless of the condition of slide switch 34a if predetermined time progress is carried out even if 
the manager of an access point 10 forgets to switch slide switch 34a to a prohibition condition, the 
security of an access point 10 can be strengthened. 

[01 13] (c) Explain maintenance processing of security information, next maintenance processing of 
security information. 

[01 14] Drawing 1 9 is a flow chart which shows actuation of maintenance processing of the security 
information in an access point 10. In addition, drawing 19 shows processing of the program which 
CPU72 of an access point 10 performs. 

[01 15] Where connection with the personal computer 100 which is an external instrument is 
established now, the maintenance command of security information should be transmitted from 
wireless from (step C1 1) and a personal computer 100. The maintenance command of security 
information has read-out of the PIN code, read-out of rewriting and the link table T1, deletion, etc. 
[0116] An access point 10 will confirm first whether maintenance actuation of security information 
is permitted based on the 2nd control information of operation stored in 2nd of operation control 
information storing section 74b in RAM74, if the above-mentioned maintenance command is 
received (step CI 2). 

[0117] As for the 2nd control information of operation, authorization is shown when predetermined 
time progress has not been carried out. after slide switch 34b is switched to the authorized state 
and slide switch 34b is switched to an authorized state, as mentioned above. Moreover, after slide 
switch 34b is switched to the prohibition condition or slide switch 34b is switched to an authorized 
state, when predetermined time progress is being carried out, the 2nd actuation control information 
shows prohibition. 

[01 18] If maintenance actuation of security information is forbidden (No of step CI 3), an access 
point 10 will refuse the above-mentioned maintenance command (step CI 4). Thereby, security 
information is unmaintainable no matter it may be what external instrument. 

[01 19] On the other hand, if maintenance actuation of security information is permitted (Yes of step 
CI 3), as for an access point 10, the above-mentioned maintenance command will be executed (step 
CI 5). In that case, when rewriting of the PIN code is performed, as for (Yes of step CI 6), and an 
access point 10, all the data of the link table T1 are deleted (step CI 7). 

[0120] Thus, only when maintenance actuation of security information is permitted, a command can 
be sent from an external instrument and rewriting of the PIN code etc. can be performed. Therefore, 
if maintenance actuation of security information is usually forbidden by actuation of slide switch 
34b, since security information cannot be accessed freely, the security of an access point 10 is 
securable. 

[0121] Moreover, since maintenance actuation of security information will be automatically forbidden 
regardless of the condition of slide switch 34b if predetermined time progress is carried out even if 
the manager of an access point 10 forgets to switch slide switch 34b to a prohibition condition, the 
security of an access point 10 is securable. 

[0122] Furthermore, security can be further strengthened with clearing alt the data of the link table 
T1 in consideration of the possibility of an alteration of the data by the unlawful access person, 
when the PIN code is changed. When the link table T1 is cleared, it will ask for the input of the PIN 
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code again from all external instruments. In this case, the user who does not know the PIN code 
newly set up in the access point 10 can connect with an access point 10. 
[0123] (d) Explain authentication error processing at the time of connection, next authentication 
error processing at the time of connection. 

[0124] Drawing 20 and drawing 21 are flow charts which show actuation of authentication error 
processing at the time of the connection in an access point 10. In addition, drawing 20 and drawing 
21 show processing of the program which CPU72 of an access point 10 performs. 
[0125] Now, ID of the personal computer 100 which is an external instrument shall not be registered 
into the link table T1. If there is a connection request from this personal computer 100 (step D1 1), 
refer to the authentication error table T2 for an access point 10 (step D12). As shown in drawing 
16 , ID of the device which became an authentication error before etc. is registered into the 
authentication error table T2. 

[0126] When ID of a personal computer 100 is not registered into this authentication error table T2, 
it usually passes along (No of step D13X and an access point 10, and authentication in the PIN code 
is performed (step D14). And if it is Authentication O.K. (Yes of step D15) (i.e., if the PIN code which 
the personal computer 100 inputted is in agreement with the PIN code of an access point 10), an 
access point 10 will permit connection of a personal computer 100 (step D16). 
[0127] On the other hand, when it is an authentication error (i.e., when the PIN code which the 
personal computer 100 inputted is not in agreement with the PIN code of an access point 10), as for 
(No of step D15), and an access point 10, connection of a personal computer 100 is refused (step 
D1 7). While an access point 10 acquires ID of a personal computer 100 and registering the ID into 
the authentication error table T2 in that case, the number of errors corresponding to Above ID is 
made into initial value "1", further, current time of day is acquired from the RTC circuit 76, and the 
time of day is registered as last connection time of day (step D18). 

[0128] Moreover, suppose that ID of the personal computer 100 of the connection-request point 
was registered into the link table T1 in the above-mentioned step D13. That is, suppose that it was 
refused noting that the PIN code inputted from the personal computer 100 before was not right 
[0129] In such a case, it sets and an access point 10 first confirms whether the number of errors 
corresponding to ID of the personal computer 100 in the authentication error table T2 is over the 
count of predetermined (step D19). Consequently, if the number of errors is less than a count of 
predetermined (No of step D19), it will usually pass along an access point 10, and authentication in 
the PIN code will be performed (step D20). And if it is Authentication O.K. (Yes of step D21) (i.e., if 
the PIN code which the personal computer 100 inputted is in agreement with the PIN code of an 
access point 10), an access point 10 will permit connection of a personal computer 100 (step D22). 
At this time, the data about a personal computer 100 are deleted from the authentication error table 
T2 (step D23). 

[0130] On the other hand, when the number of errors is over the count of predetermined, it judges 
that (No of step D19) and a personal computer 100 are unlawful access persons, and connection of 
a personal computer 1 00 is refused (step D24). While updating the number of errors of the personal 
computer 100 concerned in the authentication error table T2 in that case, current time of day is 
acquired from the RTC circuit 76. and it updates as last connection time of day (step D25). 
Moreover, also when it becomes an authentication error in the above-mentioned step D21. it is at 
this appearance, and the data about the personal computer 100 concerned in the authentication 
error table T2 are updated with refusal of connection (steps D24 and D25). 

[0131] Thus, the count at the time of becoming an authentication error is counted at the time of the 
authentication in the PIN code, and the same device can prevent inputting the PIN code repeatedly 
and accessing an access point 10 unjustly, and can strengthen the security of an access point 10 
with refusing connection of the device concerned completely, when the authentication number of 
errors of the same device exceeds the count of predetermined. 

[0132] In addition, although about 5 times is appropriate to the above-mentioned count of 
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predetermined, the count may be decided beforehand and the manager of an access point 10 may 
enable it to set it as arbitration. 

[0133] Moreover, if there is no opening in the authentication error table T2 in case the data of a 
new device are registered into the authentication error table T2 (all data existence flags are the 
conditions of **), the data of the oldest device of the last connection time of day will be deleted 
from the authentication error table T2, and the data of a new device will be registered there. Thus, 
by deleting old data, priority can be given to a new connection partner in the registration number of 
cases (the example of drawing 16 M affairs) of the authentication error table T2 prepared in 
nonvolatile memory 75, the authentication number of errors can be managed efficiently, and user- 
friendliness can be raised. 

[0134] As mentioned above, unjust access from the outside can be prevented and security can be 
strengthened with forbidding the authentication actuation and the maintenance actuation of security 
information in the PIN code by actuation of the switch formed in the access point 1 0. Furthermore, 
regardless of the condition of a switch, by switching automatically the authentication actuation and 
the maintenance actuation of security information in the PIN code to a prohibition condition after 
predetermined time progress, even if a manager forgets switch actuation, security is securable. 
[0135] Moreover, when there is an input of the inaccurate PIN code repeatedly from the same 
device, those who do not know the right PIN code can prevent trying unlawful access by refusing 
connection of the device completely henceforth. 

[0136] moreover, in registering a link key with a new connection partner after reaching the maximum 
number which can memorize the registered number-of-cases number of the link keys to the link 
table T1 prepared in nonvolatile memory 75 By deleting the link key already memorized according to 
fixed regulations (what has old connection time of day. what has low access frequency), and 
registering a new link key into the field Priority can be given to a new connection partner, PIN code 
input at the time of connection of the henceforth can be made unnecessary, and user-friendliness 
can be raised. 

[0137] Moreover, security can be strengthened with deleting all the link keys of each device 
registered into the link table T1, and having required the input of the new PIN code at the time of 
connection when the PIN code in an access point 10 is changed. 

[0138] By the way. ID of BT module is registered into BT-PC card 20 with which each device is 
equipped, and when an access point 10 is equipped with BT-PC card 20. CPU72 shown in drawing 
15 stores in ID storing section 75a of the nonvolatile memory 75 in an access point 10 ID registered 
into BT-PC card 20 as Information on a device proper. 

[0139] Here, when CPU72 detects having been exchanged in BT-PC card 20 through the connector 
60 as a PC card interface, all the data of the link table T1 are deleted and each device is connected, 
processing in which a link key is newly re-created Is performed. 

[0140] This is because it may be equipped with BT module other than BT module with which the 
access point 1 0 was first equipped by a user's mistake, when BT module (ID is memorized) consists 
of exchangeable units, such as a PC card. That is, since a link key is what is created based on ID 
etc., it it leaves the link key created by ID before BT module exchange as it is, conflict with the link 
key created by ID after BT module exchange arises, and connection with an external instrument 
becomes impossible [ a key ]. In order to cancel such fault, when are exchanged in BT module, and 
all the data registered into the current link table T1 are deleted and each device is connected, 
processing in which a link key is newly re-created Is performed. 

[0141] In addition, although this invention is effective especially when accessing unlawfully by 
wireless from the external instrument in the location distant from the access point 10, it does not 
necessarily need to be wireless as an access means to an access point 10. That is, even if It is the 
system to which the access point 10 shown, for example in drawing 1 and a personal computer 100 
are connected through a telecommunication cable, unlawful access can be prevented by applying 
the same technique with the above-mentioned operation gestalt. 
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[0142] Moreover, although the access point 10 equipped with the connect function of a public line 
1 1 was made into the example and thp above-mentioned operation gestalt explained it, if it is the 
device equipped with the communication facility for making connection with other devices by 
wireless etc., the technique of this invention is applicable to all those devices. 
[0143] Moreover, it is not necessary to consist of exchangeable units, such as a PC card, as a radio 
module used for each device, and may be built in the device. 

[0144] Moreover, as a radio method, you may be not only Bluetooth but other methods. 
[0145] in short, this invention is not limited to the above-mentioned operation gestalt, and in the 
range which does not deviate from the summary, many things are boiled and it can be deformed at 
an execution phase Furthermore, invention of various phases is included in the above-mentioned 
operation gestalt, and various invention may be extracted by the proper combination in two or more 
requirements for a configuration indicated. For example, even if some requirements for a 
configuration are deleted from all the requirements for a configuration shown with an operation 
gestalt, the effectiveness stated by "Object of the Invention" is solvable, and when the 
effectiveness stated in the column of a "effect of the invention" is acquired, the configuration from 
which this requirement for a configuration was deleted may be extracted as invention. 
[0146] Moreover, as a program which a computer can be made to execute, it writes in record media, 
such as magnetic disks (a floppy (trademark) disk, hard disk, etc.), optical disks (CD-ROM, DVD, 
etc.), and semiconductor memory, and it applies to various equipments, or it transmits by 
communication media, and the technique indicated in the operation gestalt mentioned above can 
also be applied to various equipments. The computer which realizes this equipment performs 
processing mentioned above by reading the program recorded on the record medium and controlling 
actuation by this program. 
[0147] 

[Effect of the Invention] As a full account was given above, according to this invention, 
authentication by specific identification code is forbidden or permitted according to the condition of 
a switch. Therefore, though the above-mentioned specific identification code can be known unjustly, 
unless setting actuation of the above-mentioned switch is carried out directly, a link with this 
device cannot be stretched. Furthermore, since authentication by the above-mentioned specific 
identification code is forbidden automatically, after predetermined time progress can secure 
security, though a manager has forgotten to return a switch to a prohibition condition. 
[0148] Moreover, the modification actuation to the various management information for connecting 
among other devices is forbidden or permitted according to the condition of a switch. Therefore, 
even if the inaccurate user of other devices is able to connect with this device, unless setting 
actuation of the above-mentioned switch is carried out directly, various management information 
cannot be changed freely. Furthermore, since modification of the various above-mentioned 
management information is forbidden automatically, after predetermined time progress can secure 
security, though a manager has forgotten to return a switch to a prohibition condition. 
[0149] Moreover, since the connection request from the device which became an authentication 
error exceeding the count of predetermined is refused, the attempt of the unjust connection from 
the same device can be prevented. 

[0150] Moreover, in the condition that there is the registration number of cases of memory to the 
limit, since the low link information of the possibility of connection is deleted in it and the link 
information of a new device is registered, user-friendliness can be raised. 

[0151] Moreover, since all the link informations in memory are deleted when specific identification 
code is changed, unlawful access from the user who does not know new identification code can be 
prevented. 

[0152] Moreover, in electronic equipment equipped with the exchangeable radio unit, since all the 
link informations in memory are deleted when there is exchange of a radio unit, it can prevent that 
lose conflict with the link information created by the identification code of the radio unit before 
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exchange, and the link information created by the identification code of the radio unit after 
exchange, and connection with other devices becomes impossible. 

[Translation done.] 
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* NOTICES * 
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precisely. 
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3.1n the drawings, any words are not translated. 



DESCRIPTION OF DRAWINGS 



[Brief Description of the Drawings] 

[Drawing 1] The perspective view showing the appearance configuration of the radio 
communications system concerning 1 operation gestalt of this invention. 

[Drawing 2] The decomposition perspective view of an access point used for the above-mentioned 
radio communications system. 

[Drawing 3] The perspective view showing the condition of having used the above-mentioned 
access point in every length. 

[Drawing 4] The perspective view showing the tooth-back side of the above-mentioned access 
point. 

[Drawing 5] The perspective view showing the condition of having used the above-mentioned 
access point by every side. 

[Drawing 6] The perspective view showing the base side of the above-mentioned access point. 
'Drawing 7] The perspective view of BT-PC card with which the above-mentioned access point is 
equipped. 

[Drawing 8] The decomposition perspective view of the above-mentioned BT-PC card. 
[Drawing 9] The block diagram showing the above-mentioned radio structure of a system. 
[Drawing 10] Drawing showing the configuration of the slide switch formed in the above-mentioned 
access point. 

[Drawing 11] Drawing showing the configuration of the rotary switch formed in the above-mentioned 

access point. 

[Drawing 12] Drawing showing the correspondence relation between the above-mentioned slide 
switch and the above-mentioned rotary switch. 

[Drawing 13] The block diagram showing the circuitry of the above-mentioned access point and BT- 
PC card. 

[Drawing 14] The block diagram showing the circuitry of the personal computer connected to the 
above-mentioned access point as an external instrument, and BT-PC card. 
[Drawing 15] Drawing showing the configuration of the link table prepared in the above-mentioned 
access point. 

[Drawing 16] Drawing showing the configuration of the authentication error table prepared in the 
above-mentioned access point. 

[Drawing 17] The flow chart which shows change processing of the operating state by the slide 
switch formed in the above-mentioned access point. 

[Drawing 18] The flow chart which shows the actuation of connection processing with an external 
instrument in the above-mentioned access point. 

[Drawing 19] The flow chart which shows actuation of maintenance processing of the security 

information in the above-mentioned access point. 

[Drawing 20] The flow chart which shows actuation of authentication error processing at the time of 
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the connection in the above-mentioned access point. 

[Drawing 21] The flow chart which shows actuation of authentication error processing at the time of 
the connection in the above-mentioned access point. 

[Drawing 22] Drawing for explaining the authentication actuation in the PIN code. 

[Description of Notations] 

10 — Access point 

12 — Modular cable 

14 — Body of a device 

20 — BT-PC card 

34a, 34b — Slide switch 

35 — Rotary switch 

40 — Body of a card 

42 — Transceiver section 

46 — Antenna section 

45 60 — Connector 

70 — Modem section 

72 — CPU 

74 ~ RAM 

74a — The 1st control information storing section of operation 
74b — The 2nd control information storing section of operation 
74c — Criteria time-of-day storing section 

75 — Nonvolatile memory 

75 a — ID storing section 

75b — Password storing section 
T1 — Link table 

T2 — Authentication error table 

76 ~ RTC circuit 

1 00 — Personal computer 
1 1 2 — Keyboard 
116 ~ The LCD panel 
1 20 — Interface connector 
122 ~ CPU 



[Translation done.] 
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